am Windows Server

Windows Server Administration

1- DHCP Server

2- Router and Routing Protocol

3- DHCP Relay Agent

4- Domain Environment and AD Installation

5- Domain Name Server (DNS)

6- AD Object and the Domain Adminstration

7- Group Policy Management (GPM)

8- Virtual Private Network (VPN)

9- Network Policy Service (NPS) — (RADIUS Server)

# Lab Topology
a&i Lab Network Diagram
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Server

1 Server 2

1-DC
2- DNS

4- NPS

3- DHCP Agent

1 - Router
2- DHCP Relay

IP: 192.16
Mask:255

.33.1

Server 3

VPN Server

IP:192.168.33.2 IP-192.168.44.2 |P:192.168.44.3

P55.255.

Gateway:1p2.168 3B.2 Switch 2

DNS:192.168.33.1 Switch 1

client 1 client 2

% Lab Components

e Server1

o

Domain Controller (DC)
DNS Server

DHCP Server

NPS (RADIUS) Server
IP: 192168.331

Gateway: 192168332

DNS: 192168331

e Server?2

o

[e]

[e]

o

Router (RRAS)
DHCP Relay Agent
IP1: 192168.33.2

IP2: 192168.44.2

e Server3
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IP:62.3.5.2

IP: 62.3.5.1



o VPN Server
o [P: 192168443
e Clients
o Client 1 (LAN1 via Switch 1)
o Client 2 (LAN2 via Switch 2)

o VPN Client (Public IP 62352 = connects to VPN Server 62351)

(2 1: DHCP Server

@ Objective

Set up a DHCP Server to automatically assign IP addresses to clients.

> Steps

Open Server Manager > Add Roles and Features.

Select DHCP Server role and install it.

Open DHCP Management Console.

Create a New Scope - Define IP range, subnet mask, and lease duration.
Configure Scope Options (default gateway, DNS server).

Authorize the DHCP server in Active Directory.

On the client, set IP configuration to Obtain automatically.

©® N O o &2 WO Dd PR

. Test lease by running ipconfig /renew 0ON client.

i Screenshots
e Installation of DHCP Role
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[, Add Roles and Features Wizard - O X

DESTINATION SERVER

Installation progress Server

View installation progress

o Feature installation
.|

Configuration required. Installation succeeded on Serverl.

DHCP Server
Launch the DHCP post-install wizard

Complete DHCP configuration
Remote Server Administration Tools

Role Administration Tools
DHCP Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel

e Client IP Lease Verification

% DHCP - a x
File Action View Help
oo 2@ 6=

? DHCP Client IP Address Name Lease Expi;;tion Type Unique ID Description Nety| | Actions
v i 2"1‘:}4 14 192.162.33.10 client. 9/4/2025 5:44:47 AM  DHCP 000c29f70... Full || Address Le.., «
v
|3 Server Options More... P

v (7] Scope[192.168.33.0] scope33
'{} Address Pool
_» Address Leases
» [ Reservations
Scope Options
41 Policies
| Policies
» [#| Filters
> i IPvb

Outcome

o DHCP successfully assigned IPs to clients.
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Network devices automatically received valid IP configuration.

(J 2: Router & Routing Protocol

@ Objective
Enable routing between different subnets using Routing and Remote Access
(RRAS).
o Steps
1. Install Remote Access role from Server Manager.
2. Open RRAS Console - Configure and Enable Routing and Remote Access.
3. Select LAN Routing.
4. Add two NICs (each connected to different networks).
5. Test connectivity using ping between clients on different subnets.
m&i Screenshots
o RRAS Setup
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E Routing and Remote Access - | X

File Action View Help
A If_!: l_. i E S

__’ Server Status

y ._:) SERVER2 (local) Eedace Type IP Address
& Network Interfaces % Loopback Loopback 127.0.0.1
—3 Remote Access Logging "_-'?,'!'Internal Internal Mot available
v B P T Ethernet Dedicated 192.168.44.2
-____f}__ General ;._.'-f'Ethernetﬂ' Dedicated 192.168.33.2
& Static Routes
= Ipv6
< > || € >

» Ping Test Between Subnets

ommand Prompt

Microszoft Windows [Uersion 5.2.37981
¢G> Copyright 1985-2003 Microsoft Corp.

C:~Documentsz and Settings“Administrator>ping 1922_.168.44_108
Pinging 1972.168.44.18 with 32 bytes of data:

192 168 .44_.18: bytes=32 time=1imz TTL=12%7
192 168 .44_.18: bytez=32 time=18mz TTL=12%
Reply from 192.168.44_18: hytes=32 time=1mz TTL=127
Reply from 1922.168.44.18: bytez=32 time=1ms TTL=127

Ping statistics for 192.168.44_18:

Packets: Sent = 4, Received = 4, Lost = B <Bx loss).
Approximate round trip times in milli—seconds:

Minimum = imsz,. Maximum = 18msz. Average = 3ms

C:~Documentsz and Settings“Administratorr_
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¢ Command Prompk

Microsoft Windows [Uersion 5.2.377681
CC» Copyright 1985-2003 Microsoft Corp.

C:sDocuments and Settings“Administrator>ping 172.168.33.18
Pinging 172.168.33.18 with 32 bytes of data:

1922.168.33.18: bytes=32 time<lms TTL=127
122.168.33.18: bytes=32 time=2ms TTL=127
192.168.33.18: bytes=32 time=2ms TTL=127
192.168.33.18: bytes=32 time=1lms TTL=127

Ping statistics for 192_168_.33_.18:

Packet=z: Sent = 4. Recedived = 4, Lozt = @ (Bx loss),
Approximate round trip times in milli—seconds:

Hinimum = Bms, MHaximum = 2ms. Average = 1ms

C:~Documentz and Settings“~Administrator>

Outcome
e Successfully enabled communication between two networks.
() 3: DHCP Relay Agent

@ Objective

Forward DHCP requests across different networks using a Relay Agent.

> Steps
. Install Remote Access role (if not already).

. Open RRAS Console - IPv4 - General > New Routing Protocol.

. Select DHCP Relay Agent.

1

2

3

4. Add the DHCP Server IP.

5. Configure interfaces to forward DHCP broadcasts.
6

. Test by requesting an IP from a client on a different subnet.

#&j Screenshots
e Adding DHCP Relay Agent
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E Routing and Remote Access - O x
File Action View Help

o 25 XE Q= HE

5 Server Status

W E) SERVER2 (local) Interface Relay mode Requests received
&
E MNetwork Interfaces E-'?Etherneﬂ Enabled 12
{24 Remote Access Logging 7 Ethernetd Enabled 4
v B |Pvd4

= General

B Static Routes

= DHCP Relay Agent
> H IPvé

e Client Lease From Remote DHCP

‘@ DHCP
File Action View Help

e nE = HE

:2 DHCP Client |P Address Name Lease Expiration Type Unique ID

v [ servent % 192.168.44.10 client2, 8/19/2025 2:41:47 AM DHCP 000c29058...
v @ IPv4
.3 Server Options
» ] Scope[192.168.33.0] scope33
v [] Scope[192.168.44.0] scopedd
_i; Address Pool
(@ Address Leases
> & Reservations
", Scope Options
= Policies
J Policies
» [ Filters
s B IPv6

Outcome

e Clients on different networks successfully received IPs from central DHCP.

(J 4: Domain Environment & AD Installation

@ Objective
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Install and configure Active Directory Domain Services (AD DS) to create a
domain environment.

7 Steps
1. Install AD DS role from Server Manager.
. Run AD DS Configuration Wizard.

. Promote server to Domain Controller.

2
3
4. Create a new forest (COMPANY.ORG).
5. Restart the server.

6

. Join Windows client machines to the new domain.

#&j Screenshots
e AD DS Installation

Itz Add Roles and Features Wizard — Oa

DESTINATION SERVER

Installation progress Server

View installation progress

o Feature installation
|

Configuration required. Installation succeeded on Serverl

Active Directory Domain Services
Additional steps are required to make this machine a domain controller.
Promote this server to a domain controller
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
£ page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings
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¢ Domain Controller Promotion

COMPANY\Administrator
Er

¢ Client Domain Join

_ Active Directory Users and Computers - O pd

File Action View Help
o9 2@ 0Bz HmM 3aETE%

| Active Directory Users and Com|| Name Type Description

3 Saved Querie e
v 3 COMPANY.ORG

| Builtin
| Computers

2 | Domain Controllers
| ForeignSecurityPrincipals
| Managed Service Accour
| Users

Outcome
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o Domain successfully created.

e Clients joined and authenticated via the domain.

() 5: DNS Server

@ Objective

Provide name resolution for domain and network clients.

_ Steps
1. Install DNS Server role.

. Open DNS Manager.

. Configure a Forward Lookup Zone for COMPANY.ORG.

2
3
4. Add Host (A) Records for important servers.
5. Configure Reverse Lookup Zone.

6

. Test with nsiookup from client.

#&j Screenshots

e Zone Creation

¥ DNS Manager

File Action View Help

- EENS Name
v 7 SERVER1 "IForward Lookup Zones

| Forward Lookup Zones ::IReverse Lookup Zones

jTrust Points
jCcnditionaI Forwarders
l ]Rcot Hints

l ]Forwarders

| Reverse Lookup Zones
| Trust Points
| Conditional Forwarders

e nslookup Test

Windows Server Administration Workshop
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¢ Command Prompt - nslookup

Microsoft Windows [Uersion 5.2.37961
CC» Copyright 1785-2003 Microsoft Corp.

C:sDocuments and Settings“Administrator>nslookup
Default Server: serverd.company.org
Addres=:- 192.168.33.1

Outcome

* DNS resolved names to IPs correctly.

(J 6: AD Objects & Domain Administration

@ Objective

Create and manage Users, Groups, and OUs for centralized administration.
 Steps
1. Open Active Directory Users and Computers (ADUC).
2. Create OU Structure (HR, IT, Finance).

3. Add Users under OUs.

E&j Screenshots
e OU Creation

| Active Directory Users and Computers - O X
File Action View Help
&= 2E B Bz BRI PRETIR

. Active Directory Users and Com || Name Type Description
Saved Queries :

= COMPANY.ORG | Builtin builtinDomain
v & Builti : = Computers Container Default container for up...
uiltin - . . .
2 Doemain Con... Organizational... Default container for do...
| Computers . ) ) )
. ForeignSecu... Container Default container for sec...
2| Domain Controllers
. . . Managed Se... Container Default container for ma...
| ForeignSecuntyPrnincipal{| . .
Managed Service Accour|| — Users Container Default container for up...
Users 21 HR Organizational...
= HR Fallg Organizational...
3T 4| Finance Organizational...
= | Finance
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e User Creation

: Active Directory Users and Computers

File Action View Help

&9 2@ A0/XD =2 BmM3aEaTYE%

: Active Directory Users and Com|| Name Type Description
"‘ Saved Queries E, HR1 User
v CQMPANY.ORG E) HR2 User
| Builtin
| Computers

2| Domain Controllers

_| ForeignSecurityPrincipal:
| Managed Service Accour
| Users

21 HR

: Active Directory Users and Computers
File Action View Help

e 2@ F0/XEo= HM P eaETa%

] Active Directory Users and Com|| Name Type Description
| Saved Queries E;IT1
v #3 COMPANY.ORG
o m
| Builtin
| Computers
2| Domain Controllers

User
User

_| ForeignSecurityPrincipals
| Managed Service Accour
Users

R

11T

| Finance

I

Outcome
o Domain objects created and managed effectively.

(J 7: Group Policy Management (GPM)
@ Objective

Apply Group Policies for centralized control of users and computers.

7 Steps
1. Open Group Policy Management Console (GPMC).
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2. Create new GPO - name it GP_HR

3. Link GPO to HR OU.

4. Configure policies:

o Password Policy

e Hide Run from start menu

 Remove desktop items

» Remove Search from start menu

» Disable Help from start menu

5. Run gpupdate /force .

6. Verify with gpresuit/r .

E&i Screenshots

e Linked to OU and its Report

& Group Policy Management

A File Action View Window Help

LA Aol N1 7 Ho:

' Group Policy Management
v A\ Forest: COMPANY.ORG
v [ Domains
v 3 COMPANY.ORG
. Default Domain
21 Domain Contro
5] Finance
v & HR
=) GP_HR
&
5} Group Policy Of
3 WMI Filters
{3 Starter GPOs
i@ Sites
s&% Group Policy Modeling
) Group Policy Results

GP_HR
Scope Detals Seftings Delegation

GP_HR
Data collected on: 8/30/2025 2:03:35 PM
Computer Configuration (Enabled)

Windows Seitings
Security Settings
Account Policies/Password Policy
Policy Setting
Maxdmum password age 30 days
Minimum password age 1days
Minimum password length 7 characters
Password must meet complexity requirements Enabled

Account Policies/Account Lockout Policy

Policy Setting

Account lockout duration 30 minutes

Account lockout threshold 3invalid logon attempts
Reset account lockout counter after 1 minutes

User Configuration (Enabled)
No settings defined
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» Client Policy Applied

Windows Server Administration Workshop

GP_HR
Scope Details Settings  Delegation
Poicy defintions (ADMX fies) rerieved from the local computer.
| Conurol Panel
Policy Sening
Prohibit access 1o Control Panel and PC settings Enabled
| Deskiop
Policy Setting
Hide and dsable allitems on the desktop Ensbled
‘ Deskaop/Daskiop
Policy Setting
Deskiop Wallpaper Ensbled
Walpaper Name: HELLO
Ecample: Using Chowa
Example: Using 3 UNC path: 1\ Server Sharel Corp jpa
Wallpaper Style: Center
Start Menu and Taskbar
Policy Sening
Remove Help menu from Start Menu Ensbled
Remove Run menu from Stat Menu Ensbled
Remove Search link from Start Menu Enabled

15



HR'T

i Internet
Inkernet Explorer
«| E-mail
Ciukloak Express

_) My Documents

i b My Recent Documents F

g’ My Computer

&l Pragrams

k

_—
};\é Printers and Faxes

Log Off E Shut Down

Windows Server Administration Workshop
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X

6 This operation has been cancelled due ko restrickions in effect on this compuker, Please contack waur systerm administratar,

Outcome

e Policies successfully applied to target users and computers.

(J 8: Virtual Private Network (VPN)
@ Objective

Set up a VPN for secure remote access.

7 Steps
1. Install Remote Access - VPN role.

. Configure RRAS for VPN Access.

2
3. Set authentication method (username/password).
4. Create a VPN connection on the client.

5

. Connect and test access to internal resources.

#&j Screenshots
« RRAS VPN Setup
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[, Add Roles and Features Wizard - O X

DESTINATION SERVER

Installation progress Servers

View installation progress

o Feature installation
.|

Configuration required. Installation succeeded on Server3.

Remote Access
DirectAccess and VPN (RAS)
Configure the role

Open the Getting Started Wizard

Group Policy Management
RAS Connection Manager Administration Kit (CMAK)
Remote Server Administration Tools
Role Administration Tools
Remote Access Management Tools
Remote Access GUI and Command-Line Tools
Remote Access module for Windows PowerShell v

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > | Close Cancel

= Routing and Remote Access -
a o X
File Action View Help
e | 2FE c= HE
o % :;:\:;I::{::za[) Interface - Type IP Address Incoming bytes
) E Network Interfaces E?Lnopback Loopback 127.0.0.1 0
= Ports 22 Internal Internal Not available -
B Remote Access Clients (0) a?Ethernetl Dedicated 62.3.5.1 14,038
{3 Remote Access Logging & Policies 27 Ethemetd Dedicated 192.168.44.3 1,140,687
v B IPv4
= General
E Static Routes
B DHCP Relay Agent
> B IPv6
< >

¢ Client VPN Connection
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®s Network Connections 1Ol =l

File  Edit Wiew Favorites Tools Advanced Help | -q'f
Lo Back -~ £3 ~ ¥ | ) search [ Folders | N | -
#ddress |\:; Metwark Connections j Go

LAN or High-Speed Internet

Local Area Connection
Connecked

m
M Inkel{R) PROS1000 MT Metwor

¥irtual Private Network

Connected, Shared |

P e MAN Miniport (PETE

Wizard

‘ hew Connection YWizard

Outcome

o VPN successfully established and client accessed domain resources.

J 9: Network Policy Service (NPS / RADIUS)

@ Objective

Configure NPS (RADIUS) for centralized authentication of VPN and network
devices.

_ Steps

1. Install Network Policy and Access Services role.
2. Open NPS Console.

3. Configure RADIUS Clients (e.g., VPN server).

Windows Server Administration Workshop
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4. Create Network Policies for authentication.

5. Test authentication via client.

#&j Screenshots
¢ NPS Installation

F= Add Roles and Features Wizard - O
- DESTINATION SERVER
Installation progress Sererl, COMPANY.0RG

View installation progress

o Feature installation

Installation succeeded on Server1.COMPANY.ORG.

X

Metwork Policy and Access Services
Remote Server Administration Tools
Role Administration Tools

MNetwork Policy and Access Services Tools
desults

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next = Close Cancel

o RADIUS Client Configuration

Windows Server Administration Workshop

20



€ Network Policy Server — O >

File Action View Help

o= 557 HE

W

| Policies
B, Accounting Friendly Name IP Address Device Manufacturer Status
8, Templates Management = ivpn_server 62.35.1 RADIUS Standard Enabled

| RADIUS Clients and Servers

::l RADIUS Clients ;' RADIUS clients allow you to specify the network access servers, that provide access to your network.
_ﬁ Remote RADIUS Server y

Outcome

e NPS successfully authenticated users via RADIUS.

€= Conclusion

This workshop provided a hands-on, end-to-end lab covering the most essential
Windows Server administration roles:

o Automated IP management with DHCP.

Inter-network communication through RRAS Routing and DHCP Relay.
Centralized management using Active Directory (AD DS).

Reliable name resolution with DNS.

Secure, policy-driven administration via Group Policy Objects (GPOs).
Remote connectivity through VPN.

Centralized authentication and authorization using NPS (RADIUS).

Windows Server Administration Workshop
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By completing these steps, we built a fully functional enterprise-like Windows
Server environment, with proper domain services, secure authentication, and
centralized administration.
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